Board Case # 13021.A

CONFIDENTIAL

[redacted], 2013

[redacted]
Re:
ADVISORY OPINION, Case No. 13021.A
_____________________________________________________________________________

I.
SUMMARY OF THE CASE 

You are the [Manager 1] for the [Department].  On [redacted], 2013, you contacted our office and relayed the following:  on [redacted], 2013, [City employee 2], [Department]’s Coordinator [redacted], found a printout of City [employee reports] in a [Department] printer.  The [employee report] found indicates that [the subject], a [Department employee], printed it.  [City employee 2] brought it to your attention.  You said that printing this report is beyond the scope of [the subject]’s official duties and believe that [the subject] printed it without authorization.  You conferred with an attorney in the City’s Law Department, who advised you to contact the Board of Ethics (the “Board”), and request an advisory opinion addressing whether [the subject]’s actions violated the City’s Governmental Ethics Ordinance (“Ordinance”).  You forwarded documents that your office compiled, including the [employee report], all of which the Board’s staff carefully reviewed.  Neither the Board nor its staff has conducted an independent investigation into this matter, but instead have relied on the facts provided by your office, as presented in this opinion, in reaching our determinations and recommendations.  

On the facts presented, the Board has determined that [the subject] violated the following Ordinance provisions: 


1) 
Use or Disclosure of Confidential Information, §2-156-070 
2) 
City-Owned Property, §2-156-060
3)
Fiduciary Duty, §2-156-020
As explained in detail in this opinion, the Board recommends that [Department] discharge [the subject] for violations of the Ordinance.  The Board also recommends that you share this advisory opinion with the Law Department and discuss with it whether to notify the employees whose files, personal or confidential information [the subject] printed, copied, or possessed.
A statement of the facts and our analysis follows.
II.
FACTS

A.
[The subject’s] City Employment History and Job Responsibilities
[The subject] began [redacted] City employment in [redacted] 1999 as a student intern with [another Department].
 [The subject] began working as a [City employee] in [redacted] 1999 in [another Department], where [the subject] has also held positions as an [City employee] [redacted], and an [City employee] [redacted] in [the Department]’s bureau, the position [the subject] remained in until [redacted], 2013, when you transferred her to [the Department]’s [redacted] bureau pending this advisory opinion. 

As an [City employee] [the subject] worked primarily with [redacted].  You said that [the subject] prepared and processed the [redacted] packages and CHIPPS
 transactions [redacted].  [The subject] was also responsible for collecting and placing the employees [redacted] information into their personnel folders in the central filing room.  By virtue of [the subjects] position, [the subject] has access to personnel files, KRONOS (the City’s timekeeping system), and to other City programs and databases that gave [the subject] the capability to access employees’ home addressees, Social Security Numbers (“SSNs”), time/attendance reports and other confidential or sensitive employee personnel information.  You said that [the subjects] KRONOS access was “view only,” meaning that [the subject] could not alter any record, but could view or print it. 
You provided the Board’s staff with the following documents relative to and, where relevant, signed by [the subject]:

· [employee report]s printed on [redacted], 2013.

· Personnel records on 46 former/current employees dating from [redacted] 2010 to [redacted] 2012.

· Emails to/from [the subject] dated between [redacted] and [redacted], 2013.

· [Department] Standard Operating Procedures:  Acknowledgement of Receipt - signed [redacted], 2010.
· Copy of a letter and check to a union representative dated [redacted] 2010, and a copy of a memorandum on a pay increase dated [redacted], 2010, obtained from two [Department] employee’s personnel files. 

· Chicago Board of Ethics Governmental Ethics Ordinance:  Acknowledgement of Receipt - signed [redacted], 2009.
· Performance Evaluations for 2007 and 2008.
· [Department] Confidentiality Policy [redacted]:  Acknowledgment of Receipt of Confidentiality Policy - signed [redacted], 2007.
· Palm card for funeral in Chicago on [redacted], 2006.

· City Personnel Rules Book:  Acknowledgement of Receipt - signed [redacted], 2005.
· Ethics Rules Notice to New Employees - [redacted], 1996.
B.
Bereavement Leave
The City’s bereavement leave policy states that paid leave may be granted for up to three or, if the funeral is out of state, five consecutive days, including weekend days.
  You said that in 2006, a [Department] employee requesting five days bereavement leave was required to provide either proof of travel or proof of attendance at the service held out of state.  You said this was [former Director’s] policy; [former Director] was the Director [redacted] at the time.    
In 2006, [redacted] [the subject]’s relatives passed away.  The first was in [redacted] Chicago and [the subject] produced a “palm card” for a funeral that you said was accepted as verification of a death in the family but not as proof that [the subject] attended the funeral.  The second passing was in early [redacted] 2006, [out of state], and [the subject] took off from work on [redacted] and returned on [redacted], a leave that totaled five days.  However, [the subject] was not approved for a five-day leave for the second funeral because [the subject] failed to provide proof of travel or attendance at the funeral [out of state].  Instead, [the subject] was marked with an unexcused absence and docked pay for [one day].  You said that [the subject] appealed the decision that docked [the subject] pay to [redacted], then an Assistant Commissioner in the [Department], but he denied [the subject] a five-day leave for the same reason.  
In the first quarter of 2013, in an unrelated Fair Labor Standards Act (“FLSA”) matter, [the subject] and several other [Department] employees were awarded previously docked pay for being tardy to work.  You said that, when this issue was resolved in their favor in early 2013, [the subject] began to assert again through [redacted] emails to you that [the subject] was entitled to the five days of bereavement leave for the [redacted] 2006 funeral [out of state] and that [the subject] should receive that day’s pay.

C.
The [employee reports] 
The [employee report] is the bereavement leave record for City employees maintained in KRONOS, the City’s time and attendance keeping system, used in payroll.  


a.
Emails from [the subject] Regarding Bereavement Leave and Docked Pay 
On [redacted], 2013, [the subject] emailed [an employee], an [redacted] in [Department]’s payroll bureau, on the FLSA-related matter discussed above, and requested that [that employee] provide [the subject] with “a report listing death in the family dates, and any full day’s docks made following death in the family.”  In that email, [the subject] stated that [the subject] was docked a day’s pay for attending a funeral [out of state] even though [the subject] had provided the obituary.  
On [redacted], 2013, [the subject] emailed [that employee] again, because he had not provided [the subject] with the reports, and [the subject] wrote him that, pursuant to the Freedom of Information Act (“FOIA”), [the subject] is “allowed to obtain information from my file, attendance or anything related to my employment.  Let me know if there is a problem with providing me the reports, so that I can pursue that request with a different approach.”  [The subject] also asked [that employee] whether you had instructed him not to provide [the subject] with the report, and then emailed you the same question.  You replied to [the subject] that you had not, and instructed [that employee] to provide [the subject] with the report, which he did shortly thereafter.  

On [redacted], 2013, there was an email exchange involving you, [the subject], and [that employee].  [The subject] began by emailing you about the funeral [out of state] in 2006.  [The subject] was off from [redacted] and was marked absent with no pay for [one day], 2006, because [the subject] was approved for only three days bereavement leave.  [The subject] also wrote that [the subject] knew that various [Department] colleagues had been approved for five days without having to provide proof, and wanted to know whether [the subject] would be paid for that day, because the personnel rule allowed for five days off.   
You replied that you did not recollect the details of [the subject] leave, but that you reported to [former Director] and administered [the subject] requirements. [The subject] responded that, “[r]egardless of whom you reported to at the time, you were over [the division] and acting [as a manager] … [and] I trusted that in that capacity you were carrying out this leave policy accurately and fairly.”  [The subject] then stated that it was unfair that [the subject] was docked and that other HR’s do not require proof. [The subject] said that the “rules under the schedule A (7)
 under Authorized Leaves of absence remain the same … ‘where death occurs and the funeral is to be held out of Illinois and beyond the states, the employee may be granted up to five consecutive days.’”  [The subject] expressed through the emails that [the subject] believed you had a personal vendetta against [the subject] and that [the subject] was unfairly docked for [one day in], 2006.
In the body of that same email, [the subject] addressed [that employee] and asked whether he ever received proof of travel for bereavement leave out of state from other [Department] employees during that or any other time period.  [That employee] replied to [the subject] in an email that he knew of one employee who had provided proof of travel.  


b.
[The subject’s] Printing of the [employee report]
You told staff that [that employee] was authorized to provide [the subject] with [the subject’s] own [employee report], which he did sometime in early [redacted] 2013, but he could not provide [the subject] (or any other employee) with any other employee’s [employee report] because he is not authorized to do that.  On [redacted],
 [City employee2], [the subject]’s supervisor in the [redacted] bureau, found two copies of a [employee report] in the printer bearing [the subject]’s name at the bottom of each page.  Although [the subject] had the capability to do this, you said that [City employee 2] recognized that [the subject] was not authorized to print this report, which covered not only [the subject’s] own record, but also other employees’ records, because it was completely unrelated to [the subject’s] job responsibilities.  You said that [City employee 2] spoke with you that same day and that you instructed [City employee 2] to secure the reports.  
You said that you then met with your supervisor, [Manager 2], to discuss the matter since there was no operational or job-related reason for [the subject] to print a [employee report], and no one had otherwise authorized [the subject] to do so.  
In addition, you said you and [Manager 2]  were both concerned that [the subject] might have printed it for [the subject’s] personal use given [the subject’s] recent emails about the day [the subject] was docked seven years earlier.  You also said you were concerned because [the subject] had access to multiple City databases that contained sensitive personnel information and that [the subject] might be jeopardizing confidential employee information.  As already described, you contacted us and forwarded the documents to our office.  We have reviewed the [employee reports], which indicate that:


· The bottom of each page lists [the subject’s] name, evidencing [the subject] printed it. 

· [The subject] printed duplicate reports on [redacted], 2013 at [redacted] and [redacted] hours from the City’s KRONOS/Pay Code Detail Report. 

· The date range for the reports is from [redacted], 2006 to [redacted], 2008.
· Each report is approximately 236 pages.  

· Each page lists a different [Department] employee.
· Each employee’s page contains employee id number, dept., payroll and title code, leave dates, amount of leave time and whether it was paid.
The [employee report] does not indicate whether the employee submitted, or was requested to submit, proof of travel.  You told staff that no one specifically authorized [the subject] to print the [employee report] or discussed it with [the subject].

D.
Central and Secured Location of Personnel Files
[Manager 2] told staff that [Department]’s [redacted] bureau maintains its employee personnel files centrally in a locked room with access limited to those who process personnel matters, e.g., human resources, payroll.  [The subject] said that the files are centrally located to protect confidential information and that one of [the subject]’s job duties, as an [redacted], is to ensure the personnel records are properly filed. 
[The subject] was fully aware that filing was part of [the subject’s] job responsibility as it was addressed in [the subject’s] performance evaluation in 2007 and 2008.  One of [the subject’s] specific goals in [the subject’s] [redacted] 2007 performance evaluation was for [the subject] to “oversee 100% accurate storage and reporting of all [redacted] Data related to administration,” for which [the subject] was to “provide administrative support to manage the collection, organization and storage of human resources data.”  
In [the subject’s] [redacted] 2008 performance evaluation, [the subject] listed that [the subject], “moved and organized all employee folders for better access [and that [the subject] had] overseen and participated in the organization of employee files, hiring folders, archiving outdated files, benefits storage room, and archived files,” as an accomplishment.  As a future objective, [the subject] wrote that [the subject] wanted to “audit the employee files at least twice a year to ensure all files are in their correct place.”
E.
Documents in [the subject’s] Cubicle 

On April 1, 2013, you transferred [the subject] to [Department]’s [redacted] bureau in order to minimize [the subject’s] access to confidential information and documents, pending this advisory opinion.  On [redacted], after [the subject’s] transfer, you said that [the subject] asked [City employee 3], [redacted] supervisor, to retrieve personal documents from [the subject’s] previous cubicle [redacted].  You said that these cubicles have locked and unlocked cabinets.  You said that, when [City employee 3] went to [the subject]’s former cubicle, [City employee 3] found a third copy of the [employee report] in an unlocked cabinet; this copy was identical to the other two copies discussed above, and was dated [redacted] but time stamped [redacted].  [City employee 3] did not search any further after [City employee 3] retrieved the [employee report] and the documents [the subject] requested.
On or about [redacted], 2013, [City employee 2] cleaned out [the subject]’s cubicle and discovered copies of paperwork from other employees’ files in both the locked and unlocked cabinets, and notes that [the subject] appeared to be keeping on [the subject’s] colleagues, e.g. time someone left for lunch, or spent time talking about personal matters.  [Manager 2] said that [Department]’s [redacted] bureau maintains its employee personnel files centrally in a locked room with limited access.  [The subject] said that the files are centrally located to protect confidential information and so that other bureaus, e.g., payroll, could access the files.
In the locked cabinets, [City employee 2] found personnel files on 46 employees with dates ranging from [redacted] 2010 to [redacted] 2012.  The files contained documentation that included, but was not limited to, personnel file transfers from other City departments, termination paperwork, pension-related registration forms that included beneficiary information, SSNs, and other personal information, CHIPPS transactions, duty disability and medical documents.  You explained that [the subject] should not have had these employee files in [the subject’s] cubicle, especially those containing SSNs, because of the sensitive and confidential contained therein.  [Manager 2] told staff that [the subject]’s job was to work with new applicants, so it would be reasonable for [the subject] to hold onto the files while processing their paperwork, but that once an individual was hired, [the subject] was to file their paperwork in the locked central file room.
  
In addition, you mentioned to staff that after [City employee 2] found these files, you recalled that new employees would occasionally complain about personnel action issues, but that their paperwork could often not be located.  You said that a lot of that “missing” paperwork was found in [the subject]’s cubicle.  
In the unlocked cabinets, [City employee 2] also found:  
· A letter dated [redacted], 2010 from [a city employee] to a union representative informing [the subject] that [the subject] would be reimbursed for a gift basket.
  
· A copy of the reimbursement check to a union representative for a gift basket. 
· A memo dated [redacted] 2010 approving a salary increase for a Staff Assistant, who “directly supports [the subject].” 
· City of Chicago new employee [redacted] I-9 (SSN, driver’s license number) and personnel action forms dated [redacted] 2010, her resume, and a copy of her social security card and IL driver’s license.
· List of new [Department] employees from [redacted] 2010.  The list includes employee id #s and SSNs.

· Time/payroll records of four [Department] employees printed by on [redacted], 2011.  The record lists the employee’s badge number and SSNs.

You and [Manager 2] both told staff that the documents found in the unlocked cabinets were either completely unrelated to [the subject’s] job duties (the first three on the list above) or contained sensitive information (the remaining three).  You said that unfortunately, you were unable to determine when [the subject] actually obtained these documents, but [the subject] would have had to physically retrieve and copy them from those employees’ files.

III.
LAW and ANALYSIS
We address the relevant sections of the Ordinance.

A.
[The subject’s] Wrongful Use of Confidential Information
The applicable Ordinance provision, §2-156-070, provides that:

No current or former official or employee shall use or disclose, other than in the performance of his official duties and responsibilities, or as may be required by law, confidential information gained in the course of or by reason of his position or employment.  For purposes of this section, “confidential information” means any information that may not be obtained pursuant to the Illinois Freedom of Information Act, as amended.
This provision prohibits City employees, such as [the subject], from using or disclosing confidential information unless it was in the performance of their official duties.  Our review of the facts presented warrants the conclusion that [the subject] accessed, copied, printed, kept, or used personnel-related records of [Department] employees or documents without authority, and outside of [the subject’s] job responsibilities.  

Throughout [the subject’s] career, [the subject] received City and [Department] policies on confidentiality, as evidenced by [the subject’s] written acknowledgements,
 and as included in [the subject’s] performance evaluations.  [Department]’s [redacted] confidentiality policy explicitly states, “[c]onfidential information includes, but is not limited to … personnel and payroll records regarding current and former employees,” 
 and [the subject] acknowledged that [the subject] “may access only the data for which [[the subject] has] been given full authorization and have legitimate purpose in performing my assigned responsibilities.”
  Employees authorized to work with personnel records, such as [the subject], must be held to the highest standard of care because City employees must be assured that their personal information remains confidential.  
[The subject]’s cubicle contained two general categories of confidential documents:  1) those that contained confidential employee information (identification numbers, a driver’s license and SSNs), and 2) those that [the subject] had no legitimate business reason for having.  In order for [the subject] to have possessed either type of document in [the subject’s] cubicle, [the subject] would either have had to fail to file them properly, as [the subject] was required to after an applicant’s hiring (some files dated back to [redacted] 2010), or have intentionally accessed the employee’s personnel file and copied the documents, e.g., the gift basket letter, check, and memo.  In either event, merely having those documents containing confidential employee information in [the subject’s] cubicle jeopardized their security.  Although we are unable to ascertain when [the subject] actually accessed and/or copied the documents, it is irrelevant because [the subject’s] very access of them violated City and the [Department]’s policies and [the subject] should not have accessed them at all.  
As a seasoned thirteen-year [Department] employee, [the subject] knew or should have known that [the subject] was prohibited from accessing, using, printing, or copying personnel records, unless they were related to [the subject’s] City duties.  [The subject] did not undertake the conduct at issue here in the performance of [the subject’s] City duties because the records in question were not related to [the subject’s] duties.  Although [the subject] was thwarted before [the subject] could apply the information [redacted] obtained, the reasonable inference, when considering the totality of the circumstances, is that [the subject] availed [redacted] of the confidential records in [the subject’s] desire to be paid for an unexcused absence from May 2006.

For these reasons, on the facts as presented, we conclude that [the subject] violated the Ordinance’s prohibition on using confidential information for reasons other than in the course of performing [the subject’s] official City duties.

B.
[The subject’s] Misuse of City-Owned Resources
The applicable Ordinance provision, §2-156-060, states that:

No official or employee shall engage in or permit the unauthorized use of City-owned property.
This provision prohibits City employees, such as [the subject], from using City-owned property for non-City or personal business.  See Case Nos. 09012.A (employee engaged in the unauthorized use of City owned property when he used his City computer to access records to prepare testimony as a paid expert witness); and 09034.A (unauthorized use of a City-owned laptop for personal and political activities while on City time violated this provision).  

The facts presented in this case establish that [the subject] accessed and printed three copies of the same [employee report] for [Department] employees.  The [employee report] is a timekeeping record for payroll purposes, and according to the [Department]’s own [redacted] policy, such payroll records are confidential.
  The report [the subject] printed generated approximately 236 employee names that included their employee id #, dept., payroll and title code, leave dates, amount of leave time and whether the leave was paid.  This payroll record also happens to be confidential.)  
In [the subject’s] emails, [the subject] asserted that, 1) other HR managers did not require proof of travel, 2) [the subject] provided the obituary for the [redacted] 2006 [out of state] passing of a relative, 3) [the subject] should have been approved for five days of bereavement leave, and 4) [the subject] wants to be paid for that last day.  An obituary establishes only a death, but it does not constitute proof of travel to a funeral in the way that a plane ticket or hotel receipt might, as you and [the Assistant Commissioner] advised [the subject] then.  [The subject] also failed to realize that what other HR managers did was inapposite to what [the subject’s] department did, which was to require proof of travel as a condition of having five days of bereavement leave approved.
  [The subject] also cited the City’s leave policy.  It states in relevant part that, “the employee may be granted up to five consecutive days.”  Yet the policy clearly uses the permissive language “may,” as opposed to the mandatory language “shall,” thereby leaving discretion to the department.
Beginning in [redacted] 2013, [the subject] sought to obtain information regarding death in family leaves granted to other employees and told [that employee] to tell [the subject] “if there is a problem with providing me the reports, so that I can pursue that request with a different approach” (emphasis added).  We note here that the Ordinance would not prohibit [the subject] from reviewing [the subject’s] own personnel records, including [the subject’s] own [employee report], pursuant to the City’s Personnel Code
 (and not under FOIA as [the subject] asserted in [the subject] [redacted] email to [that employee]), but that is not what [the subject] did.  
Instead, unable to obtain a complete [Department] employee [employee report] from [that employee] (who was authorized to provide [the subject] only with [the subject’s] own report), [the subject] misused [the subject’s] own access to the Kronos system to “run” and print the [employee report] [redacted], three times on [redacted], during [the subject’s] regular working hours.  Indeed, the record before us shows that [the subject] did pursue obtaining those reports using “a different approach,” when [the subject] used City resources to access and print a report during [the subject’s] work day, an action for which [the subject] lacked authority or any work-related justification.  See Case No. 09034.A (any attempt to use time designated for public service to obtain a personal or private advantage is a violation of this section).  It is reasonable to infer that [the subject], still disputing [the subject’s] own [employee report] leave from seven years prior (for which [the subject] apparently still has failed to provide the requisite documentation and may not understand that such leave was permissive and not mandatory leave), had [the subject’s] own personal private reason to access the [employee reports], and that reason was not part of [the subject’s] job responsibilities.  
Based on these facts as presented to us, the Board concludes that [the subject] misused [the subject’s] City position, time and resources to obtain employee personnel [employee reports], without authorization, for non-work related purposes, in violation of  §2-156-060 of the Ordinance.


C.
[The subject’s] Breach of Fiduciary Duty
The next relevant Ordinance section we address is §2-156-020, which states:


Official and employees shall at all times in the performance of their public duties owe a 
fiduciary duty to the City.
This section obligates [the subject] to use [the subject’s] City position responsibly in the best interest of the City, and prohibits [the subject] from using City time, resources, or [the subject’s] City position to obtain a personal benefit.  [The subject] printed the [employee report] to secure a personal benefit and not in the performance of [the subject’s] City duties.  
[The subject] is an [city employee] whose job consists of working with the hiring process from the posting of an available position until an employee is hired.  As has been discussed above, [the subject] had no business-related reason or authority to access and print a copy of the [employee report] for all [Department] employees.  The facts presented in this case show that [the subject] knew both which [redacted] records were confidential and that without the requisite authority, [the subject] was prohibited from accessing other [Department] employees’ personnel records ([employee reports] and correspondence from personnel files) for anything other than [the subject’s] job duties.  
The Board has recognized that an employee’s fiduciary duty extends to activities that involve knowledge or use of City standards, programs, or data.  In Case No. 92014.A, the Board found that a City employee is prohibited from using his/her, City position or resources time to obtain a private benefit during hours officially designated as City time.

Therefore, based on the totality as the facts, we can draw the reasonable inference that printing the [employee reports] was [the subject]’s misguided attempt to procure evidence that [the subject] should have been authorized for five days of bereavement in 2006.  [The subject] took advantage of [the subject’s] position and capabilities by accessing, using, printing, or copying personnel files and KRONOS records in order to secure a private benefit for herself.  In doing so, [the subject] breached [the subject’s] fiduciary duty to the City in violation of the Ordinance.

D.
Potential Violations of Other Rules and Regulations 
The Board of Ethics has the authority to interpret and administer only the provisions of the Ethics Ordinance.  However, the record before us leads us to advise you that [the subject]’s actions likely constitute violations of other City rules and regulations, including the following:
1.
Department of Aviation - Confidentiality Policy
(i)
Introduction and Employee Personnel Files - This policy states in general that any employee who misuses confidential information will be subject to disciplinary action up to and including termination.  Confidential information includes, but is not limited to … personnel and payroll records regarding current and former employees.  Employee personnel files are confidential.   
(ii) 
Computer and Data Confidentiality - This policy states in general that access to all systems, including CHIPPS and KRONOS, is solely for the purpose of performing legitimate, authorized, assigned responsibilities.  Any unauthorized or illegitimate use of systems may result in disciplinary action up to and including termination of employment.  

(iii)
Acknowledgment of Receipt of Confidentiality Policy - This states: “I am aware that I may access only the data for which I have been given full authorization and have legitimate purpose in performing my assigned responsibilities.  I agree to take all steps reasonably necessary to safeguard the confidential information entrusted to me.”  Gonzalez-Santos signed this policy on September 6, 2007.
2.
City Personnel Rules  
(i)
Rule XVIII, Section 1 - Causes for Disciplinary Action:

(44):
Violation of confidentiality of personnel records of City employees other municipal records. 

(45):
Any act or conduct in violation of, or failing to perform any duty required by, the Ethics Ordinance, Chapter 2-156 of the Municipal Code of Chicago, as amended.

(50):
Conduct unbecoming an officer or public employee.
(ii) 
Rule XXII Section 2 - Confidential Nature of Personnel Records:  
All personnel records of City employees and records and material relation to the administration of the personnel management system shall be considered confidential and the property of the City.  Employee information as to name, class title, and grade level shall be public information.  Employee information shall be available for inspection by the employee involved.
IV.
DETERMINATION AND RECOMMENDATIONS

On the facts as presented in this opinion, the Board determines that, by using [the subject’s] City position and its capability to access confidential and sensitive records of other City employees’ leaves and other personnel records without authorization and for reasons unrelated to [the subject] official duties and responsibilities, [the subject] violated Ordinance provisions:  
1) 
Use or Disclosure of Confidential Information, §2-156-070

2) 
City-Owned Property, §2-156-060
3)
Fiduciary Duty, §2-156-020
The relevant penalty provisions for Ordinance violations in §2-156-465 state, in part: 

[A]ny employee found to have violated any of the provision of this chapter … shall be subject to employment sanctions, including discharge, in accordance with procedures under which the employee may otherwise be disciplined.  -465(a), and   

Any person who violates any other provision of this chapter, where no other fine is specifically provided, shall be subject to a fine of not less than $500 and not more than $2000 for each offense. -465(b)(7).
In considering whether to recommend a particular employment sanction, the Board considered:  i) the personal and confidential nature of the information maintained in personnel files, ii) the fact that [the subject] had years worth of such information in [the subject’s] cubicle, iii) that other employees’ inquiries were delayed or stymied because their records could not be located, and 4) that [the subject] knew that [the subject’s] actions violated the very trust necessary to [the subject’s] job.  Therefore, in light of the seriousness of the offense and that the security of other employees’ private records was breached because [the subject] violated [the subject’s] position of trust, the Board recommends that the [Department]:  

1)
Take the appropriate steps, in conjunction with the Law Department, to discharge [the subject] for [the subject’s] violations of the Ordinance; and  

2)
Share this advisory opinion with the Law Department to consider notifying those employees whose files [the subject] printed or copied. 
The Board’s conclusions and determinations do not necessarily dispose of all issues relevant to this situation, but are based solely on the application of the City’s Governmental Ethics Ordinance to the information and factual record provided and presented in this opinion.  If that information or record is incorrect or incomplete, please notify the Board immediately, as any change may alter our conclusions or determinations.

V.
RELIANCE
This opinion may be relied on by any person involved in the specific transaction or activity with respect to which this opinion is rendered. 

Sincerely, 

___________________________

Stephen W. Beard

Chair, Board of Ethics 
� The [other] Department name was changed [redacted].


� CHIPPS is the Chicago Integrated Personnel and Payroll System. 


� See Department of Human Resources, Salary Resolution, Section G (7) - Bereavement Leave.


� The rule [the subject] cited is not under schedule “A,” but rather schedule “G” of the Salary Resolution Ordinance. 


� [Manager 1] confirmed through [the subject] worked on [redacted] from 8:30 a.m. to 4:30 p.m.


� [Manager 2] stated that it is an oral directive for staff to secure confidential files as described.  [The subject] said that although there is no written policy, staff is reminded of this during team meetings.  [Manager 2] added that [the subject] trained [another employee], accordingly. 


� [The Assistant], [for an Assistant Commissioner], was unaware of [Department]’s “no-gift” policy and accepted the gift basket.  After [the Assistant Commissioner] informed her of the policy, [the subject] reimbursed the donor for the cost of the gift.  A memo and a copy of the reimbursement check was placed in [the Assistant’s] file, which [City employee 2] found in [the subject’s] cubicle.  


� Supra p. 2.


� See [Department]’s, Confidentiality Policy [redacted] - Introduction, and Acknowledgement of Receipt of Confidential Policy.  


� Id., Acknowledgement of Receipt of Confidential Policy.  


� Supra, pg. 6.


�  The Board notes that [the subject] implicitly acknowledged that [the subject] failed to provide “proof of travel,” by stating that other HR managers do not require proof.  


� Personnel Code, Rule XXII, Section 2, states in relevant part that, “Employee information shall be available for inspection by the employee involved.”
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